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1 This Week

Security Project

1. Revise the biding document.

2. Prepare for the school materials for the biding document.

3. Contact with the other two companion company.

4. Prepare for the technical documents for the other two companion company.

2016 VIS Poster
1. Design and make the poster 25 second video of Structural Hole Spanner with Guo.

Friday Group Meeting
1. Attend the group meeting and share thoughts with other group members.

Paper Reading
1. Visualizing the Insider Threat: Challenges and tools for identifying
malicious user activity

Insicer Threat Detection - IPCA Toolkit

This paper employs the Carnegie Mellon University CERT Insider Threat Dataset and present

a visual analytics approach that incorporates multiple views to detect and analyze malicious

insiders activities. There are three main interesting parts of this paper:

1. They define malicious insider behavior based on the roles of the insider. Only those
strange activities against their role will be considered malicious.

2. The introduction of the system part in this paper is organized following the Information-
Seeking mantra.


http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7312772
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=7312772

3. The scatter plot in the system is based on interactive PCA. The analyst is able to select
and drag points. Once a point is dragged, the serve computes an inverse PCA
transformation based on the original model, to map the new position back to the original
feature space. This allows the analyst to clearly understand the contribution that each
feature has on the output of the PCA metric that supports reasoning as to why a user
appears as an anomaly.

2. BubbleNet: A Cyber Security Dashboard for Visualizing Patterns
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This paper focus on the task of discovering and presenting cyber security patterns. It" s main
visualization design is quite simple: the location view uses circles to indicate records of each
single country (very similar to force directed layout); the temporal view uses a bar chart and
a heat map to show patterns of each week, each day, and even each hour.
Although the visualization is not good enough, the design process of this paper does give us
an indication about how to co-operate with people beyond data analysis.
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3. Bitconeview: visualization of flows in the bitcoin transaction graph

Sources:

o 4ff027193614b2741230507ea510756a518df11e05764049%d61221eb692069 (26.01048401 BTC)

Info:

» Starting Date: Thu, 04 Jun 2015 00:33:21 GMT
» Ending Date: Thu, 04 Jun 2015 18:20:00 GMT
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Money in circulation:

UTXOs (BTC) and their Purity Inputs (BTC)
71.17232234 P: 0.000 37.00000000
58.91451609 P: 0.000 31.27317994
41,00000000 P: 0.000 22.09255839
30.79549192 P: 0.000 14.10000000
28.84515384 P: 0.901 14.00000000
1200000000
3.85505000 P: 0.000 11.00000000
2.88506066 P: 0.000 10.30000000
2.75500000 P: 0.000 9.91001165
1.33600000 P: 0.000 5.40440000
1.01120573 P: 0.000 5.16000000
0.81630000 P: 0.000 5.00000000
0.63725059 P: 0.000 5.00000000
0.57966819 P: 0.000 5.00000000
0.54668000 P: 0.000 5.00000000
0.50283462 P: 0.000 4.55161305
0.49439113 P: 0.000 3.85505000
0.47601571 P: 0.000 3.62633663
0.29532432 P: 0.000 3.40737406
0.29004218 P: 0.000 3.00000000
0.27849860 P: 0.000 2.84615384
0.27395985 P: 0.000 2.75500000
0.25526793 P: 0.000 2.36309640
0.25132335 P: 0.000 2.00892683
0.21100000 P: 0.000 1.86200000
0.19468242 P: 0.000 1.80000000
0.18953738 P: 0.000 1.77422932
0.18900000 P: 0.000 1.71742612
0.17582502 P: 0.000 1.61287129
0.17262652 P: 0.000 1.43605911
0.16440186 P: 0.000 1.42170000
0.16218916 P: 0.000 1.37678049
0.16135205 P: 0.000 1.33600000
0.16074681 P: 0.000 1.33511100
0.16046419 P: 0.000 1.30948156

noasan 4 mannn

Transfer Analysis:
M.T.M. to selected UTXO: 0.01001535 BTC
Percentage w.r.t the selected UTXO: 0.04 %
Percentage w.r.t. sources inputs: 0.04 %

M.T.M: Maximum transferable money from the sources

This paper presents a system for the visual analysis of Bitcoin flows in the blockchain. It mainly

focuses on detecting mixing processes and patterns.

The timeline flows from top to bottom. Each block is represented by a rectangular region
filled in light gray. Such a rectangular region provides a compact representation of the
subgraph of interest by aggregating all transactions that fall into the same block.

Visualization here is not aesthetic but useful for representing financial transactions with
bitcoins. However, this design is not efficient for the reason of space wasting. Better

visualizations need to be discovered for transaction chains.

2 TODO

1. Preparing biding documents for the security project.

2. Keep on the coding part of the security project and revise bugs.

3. Write Zongzhuang' s survey.




